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ABSTRACT

A self-contained treatment for the reliability assessment of systems
is presented. Testing and/or analysis is used to derive estimates of
subsystem reliability. Network analysis is used to determine the system
reliability from the subsystem reliability. Examples of a number of
applications are presented for the ARPA computer network. The problem
of optimum allocation of a fixed budget in system assessment/hardening/
design problems is addressed, and approaches are proposed. These methods
can be used to reduce the high cost associated with system level testing.
Some problems that could lead to theoretical extensions are presented,
and approaches are proposed.

While the technology discussed herein is slanted toward communications
systems in application, it should be noted that it is in no way restricted
to systems of that type. It may be applied equally well to the relia-
bility assessment of any system which can be divided into statistically
independent subsystems and described in terms which relate the system
function(s) to the ability of the subsystems to perform their respective
functions.



PREFACE

This report is the result of a part-time effort by the author to
understand the technical issues pertinent to the reliability assessment
of |[systems. The author has tried to write this report to refiect the
evolution of his understanding. This evolution is reflected in the body
ofﬂthe note, the appendix, and in SDAN 16, 11 Jan 74, which are short
reﬂorts on various aspects of the overall problem, written over a 2-year
period. Consequently, the reader will find some lack of commonality
in notation and language from the appendix and SDAN 16 to the body of
this note. The reader is, therefore, urged to read the appendix and
SDAN 16 as they are first referenced in the body of the note; and read
for the concepts. The body of the note draws on the concepts contained
in ithe appendix and SDAN 16 and attempts to summarize and extend them in
consistent language.

The author is deeply indebted to a number of people who have
directly or indirectly contributed to his understanding of the assess-
ment problem. Major Austin Lyons deserves special consideration, not
only for the free exchange and critical examination of ideas during

our association, but also for contributions to this report. He intro-
duch the author to Veitch diagrams and thereby deserves full credit for
the| germ of the idea in SDAN 16.
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SECTION 1
INTRODUCTION

This report considers the problem of assesSing the reliability of systems.

Ey reliability is meant a measure of the connectivity probability in a hostile
nvironment. An alternative meaning for reliability is the fraction of time the
%ystem is available for use. Still another meaning is a lower bounding estimate
f the connectivity probability; or the fractional availability. The context of
Ihe problem being considered will always determine the appropriate meaning of the
erm "reliability." By system is meant a set of connected subsystems which func-
ion together to meet a system objective. For example, a communicaticn network
ay be regarded as a system. ‘Here the system cbjective is to permit the users

4 pass information to each other through a set of interconnected communications
jubsyatems (equipment, facilities). Another example is a missile guidance system.
4he set of interconnected subsystems in this case would be the rocket thrusters,

imbals, sensors, inertial piatform, computer, power, etc.

The assessment problem herein assumes that the system cannot be tasted
directly. Perhaps it is physically too large, as a continental or global com-
munications system would be. It may be that the hostile environment to which the
S stem must be assessed cannot be produced accurately without engaging in a

too expensive to warrant the expected return.

It is further assumed that a deterministic analysis of the system reliabiiity
1F not possible. The complexity of the system and the state of the art in
assessment are compelling reasons supporting this. Again, economic considerations
mEy be overriding.

One must work then from a description of the system in terms of its inter-
connected subsystems. Section II gives an cverview of the approach to be used
going from subsystem to system assessments. Subsections of section II, and

Enera1 nuclear war, or economic considerations may indicate that direct testing

3
the indicated references, go into considerable detail on the subject of sub-

istem assessment, Section [II addresses the problem of aggregating results
om subsystem to system level. A number of techniques are discussed, and the
+ efficient known to date is presented. Section IV is peirhaps the most
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illuminating. It shows some of the more powerful applications of this technology
by wky of examples. The most important use of the technolegy is believed to be
in the optimum allocation of fixed budgets in system assessment/hardening/design

probhems. Section V outlines some theoretical extensions and their potential
applications.

\

Vhi]e the technology discussed herein is slanted toward communication systems
in application it should be noted that it is in no way restricted to systems of
that\type. It may be applied equally well to the reliability assessment of many
systems. The system must only be divided into statistically independent sub-
systems; then described in terms which relate the system function(s) to the
abi]ity of the subsystems to perform their respective functions. It should also
be noted that the technology can be extended in a straightforward manner.
Exteﬂded applications would be the reliability assessment of a system operating

in either a benign or hostile environment with global or local threats which can

chanie with time.

The initial problem statement which motivated the research reported on here

was tF investigate the nuclear survivability/vulrerability of USAF Strategic

Command, Control &nd
e]ectkomagnetic pulse (EMP) effects. The problem as stated is extraordinarily
broad| in scope. Consequently a considerable amount of time was spent in an effort
to be%ter understand and define the technical issues pertinent to the problem.

For a? overview of this area the reader is referred to appendix A.

Communications {(C°) systems, with special emphasis on




SECTION II
APPROACH

To summarize appendix A, one basic approach to assessing the reliability of
a system is:

(1) Find the network (nodes and 1inks) representation of the system.
("Network" and "System" as well as "Node" and "Subsystem" now
become synonymous).

(2) Translate the system function into a connectivity requirement between
one or more node-pairs in the network.

(3) Perform a network analysis to determine the probability (P) of satisfy-
ing the connectivity requirement in terms of the individual nodes prob-
abilities (p;) of survival.

The above leaves open the major technical area of determination of each node's
survival probability. Figure 1 summarizes the technsiogy areas, their inter-
relationship, and supportinyg tasks for each. It shouid be noted that each tech-
nology area is an extensive subject of itseif, and a proper ireatment is best,

donez by a specialist in the area. Conseguently, thislreport gives only a cursory
treatment of the areas and their necessary integration in this section. Succeed-
ing sections in this paper will be devoted to a more extensive treatment of the

3

etwork analysis technolo3zy area.

2.1 NETWORK ASSESSMENT MODELS

 Past efforts at subsystem assessment have typically resulted in qualitative
judgments such as "hard" or "soft.” In trying to assess a network of connected
ubsystems there is no way to agiregate hard/soft judgments at the subsystem level
0 any equivalent judgments at the system level. It appears then, that the final
esult of a network assessment must be quantitative in nature and address itself

J

S

t

r

to questions asked by decision makers and high level management. Ideally the
result would be a simple yes or no to the question of whether or not the network
will do its job preperly in the intended environment. Unfoitunately such ques-
tions can seldom be answered in 2 dichotorous way. There may be several reasons

for this inability. It could be, for example, that the parameters describing

(Yo
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the threat (environment) to the system are not known with precision. Instead the
threat parameter(s) may be associated with some probability distribution.

Another example involves the determination of the system or subsystems response
(function/fail) to some given value of threat. Certainly a specific subsystem
may be subjected to a specific threat and a yes or.no decision can be made as to
its ability to function after the fact. But what about the other subsystehs

ﬁnot to mention other threat values which can occur)? Here again the notion of

robabilities enters the assessment problem in a natural way. While other
xamples could be cited, the point is made that a quantitative system assessment
with less than exhaustive knowledge of every aspect of the problem) can only be
erformed by appealing to probanilistic statements. These statements concern
hose aspects of the total problem which are not known in a deterministic way.
he result of the assessment is likewise a probabilistic statement.

(

If it is assumed that the probability of survival of each node in the network
s known, then network simulation techniques, such as were used in obtaining the
esults of appendix A, clearly apply in a straightforward way. Unfortunately,

t turns out that the probability of survival of each node can only be estimated.
n fact this estimate, for a single ricde, may range from 0.0 to 1.0, and different
onfidences may exist in the estimate depending on the specific value cnhosen. An
1lustration of the type of data that may b2 expected on the nodes for a quantita-
jve assessment of a network is shown in figure 2. The interpretation of the

raphical presentation is

Qe e D et =+ O~ (D

pi: The true, but unknown, value for the probability of survival
of the ith node.

An estimate of p;. This shall also be referred to as the
reliability of the ith node.

o>

C (pi z_ﬁi): Confidence or "fiducial probability" that 51 < P; < 1.0

qata as shown in figure 2, fcr each node in the network, can be manipulated sc
jhat it is possible to define a confidence distribution for the estimate of the
etwork connectivity probability (or terminal reliability), P.

It has been shown that data in the format of figure 2 are all that can be
easonably expected from node assessment. Consequently, to develop an integrated
ystem assessment technology, two major problems must be solved.

[ B §
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| Figure 2. Confidence - Reliability Function for the it Node.
|

61) Network analysis algorithms capable of handling node data in the format
| of figure 2 must be developed.

q2) Procedures for obtaining the node data must be developed. Problem 1
will be treated in detail in section III. The second problem is now considered.

|
2.2 NODE ASSESSMENT MODELS

T%ere are three basic approaches for obtaining node assessment data in the
format of figure 2.

(

|

|

(?) Analysis of the threat and susceptibility parameters pertinent to node
| survival.

) Direct testing of the nodes.

(3) A mixture of testing and analysis.

Subsecqion 2.2.1 discusses the direct testing approach briefly and indicates a
refereﬁcg for additional reading. Subsection 2.2.2 discusses an analytical
approa#h. Subsection 2.2.3 discusses-a hybrid approach.

| 12




2.2.1 Direct Testing

Here the point of view is taken that the node may be subjected to as many
tests as desired (conceptually infinite). It is assumed that the tests are
*ru]y representative of the environment in which the node must function. GivenA
t at this is true, the confidence reliability function for the node is (ref. 1):
\

\
|
|
\

1s; STy -S4
f (1-X) "
P.

C (p; 2 py) = 1 , (1)

1 1s T. - S,
(1-x) ' T dx
(o]}

here the symbols not previously defined are:

th

Ti: Number of tests performed on the i~ node.

Siz Number of tests which the node passed.

It is assumed that a dichotomous judgment (passed/failed) can be made
fter each test. It is also assumed that a good a priori distribution for the
st1mate is the uniform distribution in the interval [0,1].

" @ 0

2.2.2 Analytical Approacn

Here the view is taken that the node may be represented as a collection of
interconnected black boxes which work together to perform the higher order func-
tion of the node. For example, a node might be a radio relay which is made up
of a receiver, frequency translator, transmitter, and a power supply. This sub-
system may be represented as the series network of figure 3. The four nodes
represent the four black boxes of the subsystem, and the total representation is
series since all four black boxes must work in order for the sybsystem to
function.

It might be suggested that each black hcx be independently tested as in
subsection 2.2.1; then the results on each box could be aggregated to determine
the estimate for the total subsystems probabiiity of survival. This however is
only half right. A real difficulty with this appfoach is the statistical
Jependence from one box to another. This dependence has its source in the cal-
ch]ation of the threat as seen by each box. To make this point clear, consider

the foliowing problem.

13
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Source —-{>——-—[> l’> l’> Destination

Figure 3. Network Representation of a One Way Radio Relay.

An ac-dc converter is to be assessed. The external threat is an EMP.

A semi-infinite ac power line is connected to the ac-dc converter.

Strictly speaking, the free field EMP threat is a function of bomb design, burst
a1tijude, and look angle from subsystem to burst. None of these parameters can
be kﬁown a priori in a deterministic way and are therefore legitimately random
variables. It is of course possible to decree a free field threat and direction
of incidence in which case a Thevenin equivalent circuit for the pickup on the

ac power line can be found (assuming linearity). The Thevenin equivalent will
take [he form shown in figure 4.

oth E¢y, and Zth will be complicated functions of the physical structure of
the p%wer line and its surroundings, such as height above earth and the dielectric
properties of the earth itself. If some or all of the descriptive parameters
must Ee recarded as random variables, then Eth and Zin are likewise random vari-
ables. They would also be dependent if the same parameter(s) appear in both
functions. A good example of a parameter which should be regarded as a random
variable in such a problem is ground conductivity. Certainly it can be measured
precisely at some instant in time but rain (or a drought) will change it, and
there is no way to determine that it will be whén the threat environment occurs.

Consider now the ac-dc converter. A simple model for the purpose of deter-
minin# its failure rate can be drawn as in figure 5. Here Z; represents the driv-
ing point impedance of the ac-dc converter. For a nonlinear device (such as this
ac-dcjconverter) the driving peint impedance is defined in such a way as to allow
it to be a (nonconstant) function of the lavel at which it is being driven. This
representation can be determined from the design details of the black box. To do
SO hoJever, the problem would normally be made piecewise linear by assuming that
the sensitive component(s) in the box are near breakdown. It is well known that
several components of the same type will exhibit breakdown at different points.
The breakdown point for a given device type must therefore be treated as a random
variable, and as a consequehce, so must the associated failure current Iy and
driving point impedance 7). A typical presentation of a failure model for a

component is shown in figure 6 (ref. 2).

14

O



Eth

>x

Figure 4. Thevenin Equivalent Circuit.

Figure 5. Model for Determining Failure Rate.

The reader has certainly observed that the problem as presented is over-
implified. The reason for doing so is simply to make the point that a statis-
ical treatment of this type of problem is difficult at best and requires careful
onsideration of the parametric dependence involved. To keep this discussion

" 0O + v

imple the deposition time dependence indicated in figure 6 will be ignored.

Continuing the example, suppose that the failure model for the box as a
function of (V| , I ) is found from the component(s) failure model(s) and the box
cﬁrcuitry. Furthermore the driving point impedante, Z_ as a function of IL’ of
the box near breakdown is known from the preceding.. What is the failure prob-
abi1ity of the ac-dc converter?

- It is assumed that the failure data for the box is available in the formats
of figures 7 and 8. It is also assumed that Eip, Zyy, are known functions of,
for example, grousnd conductivity o. That is,

Eth f
Zyp = 9
15

(o) (2)
(o) (3)



Energy, J, Joules

Deposition Time, t, seconds
B——

Figure 6. Probability of Function Failure, Qg¢,
Versus Energy and Deposition Time.
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Figure 7. I, Versus I, Near Breakdown
(single frequency).
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1.0+

—>
W, dissipoted power

Figure 8. Probability of Failure, Qf, Versus W.
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and the distribution of ¢ is assumed tc be discrete (an engineering approximation)
and is given as in figure 9.

The following algorithm will solve for the failure rate of the box in this
simplified case:
(1) i<—0
Q%<—— 0.0
(2) T<—i+1
(3) 0 <«—oj

X; <—=p (0 = o4) (from figure 9)

E,, < f (05) (from equation 2)

Zth. “—gq (o4) (from equation 3)
1

(4) Solve the circuit of figure 5 for IL subject to the driving point
1mpedance constraint of figure 7.

I, <1

(5) Yy<—Q (from figure 8, using W;)

(6) Qp<—0p *+ ¥y X
(7) If o < opay90 to (2)
(8) STOP

It should be noted that ZL in figure 5 is a random variable which depends
on the random variables Eth’ Zth according to the laws of circuit thecry and the
functional constraint as presented in figure 7. In turn, the failure probability
is dependent on Z, .
| The reader can easily see that the problem is considerably complicated if

the model for determining failure rate is as in figure 10. The complicating
factor here, beyond the cbvious additional computational problem, is that when

a box fails, its driving pcint impedance will change radically. This, of course,

introduces box-to-box dependencies in the failure rate model.

19
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Figure 9. 'Probability Density of o.
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I D Z, 2,

X X ' X %

Figure 10. Model for Determining the Failure Rate of Two Electrically

Connected Black Boxes.

As mentioned previously the problem has been oversimplified for the sake
;of discussion. Some of the items that require further attention are:

(1)

(2)

(3)

How to obtain the distributions of the parameter(s) governing Eth’ Zt

h?
and Qf as a function of W. In fact only estimates of the statistical
moments of the parameters can be obtained, and the moment estimates
have confidences less than 1.0 associated with them according to the
number of samples taken and the assumed form of their distribution.
This adds a dimension to the overall problem.

The algorithm above needs to be improved by adding the dimension of
confidence. Explicit consideration needs to be given to the deposition
time of figure 6. ' :

For systems of continental size, the algorithm should accommodate the
free field EMP threat as a variable.

Efficient techniques for finding coupling models (as in figures 4 and
10) from much more complicated lumped constant models should be
developed. Ideally the tachniques should allow variations in the free-
field pulse shape, amplitude, direction of incidence, and polarization.

Some work in this direction is being done and can be found in reference 3.

Developrient of analytical techniques, as discussed previously, could be
quite exrensive. However, the potential expense should be carefully weighed
against the alternative expense of overdesigning future systems or retrofitting

21




existing ones in a knee-jerk response to a worst-case systems analysis. As the
reaJer probably knows, a worst-case analysis will result in a failure threshold (:)
ca]cL]at1on which may be as much as two orders of magnitude less than the actual
threLho]d and a threat calculation which may be as much as an order of magnitude
h1gh£r than the actual. The combined effect of these two sources of pessimism
(in %ddition to the initial worst casing of the threat pulse and direction of
1nc1?ence can easily lead the uninitiated to cons1der a system unreliable when.
in ?ct the re11ab111ty may be quite acceptable.

‘2.2.3 Some Concluding Remarks on Node Assessment, a Hybrid Approach .

‘It was shown in the preceding subsections that the ideal result of an assess-
ment\would be a simple yes or no answer to the question: Will the node do its
Jjob Tn the intended environment? It was further shown that the next best objec-
t1ve‘ since the first cannot be obtained) would be to obtain the nodes probability
of s rvival, Finally, it was suggested that the only information about pj
wh1c could be pract1ca11y obtained is an estimate of Pis p1 This estimate
rang%s from 0.0 to 1.0 and takes the general from '

‘ c (p

‘Two techniques for obtaining the indicated estimator were discussed briefly.
These were direct testing and analysis. Hybrid techniques are clearly possible.
Whatéver assessment technique is used, considerable expense can be anticipated.
For %xamp]e the budget estimate for assessing a single radio relay junction
statﬂon in the AT&T long lines system by testing to the anticipated environment,
is approximately 500,000 dollars. On the other hand, a pilot study of an
ana]yf1s technique for assessment of a microwave repeater station (ref. 3) has
cost the Air Force 100,0nN0 dollars with a predicted production run estimate of
10,000 dollars per assessment. It seems reasonable to expect that hybrid tech-
niques for assessing the entire set of rodes in a network would bring the average
cost ber node below any of the above estimates. Such hybrid techniques would

invo]&e:

1;ﬁ1)=f(61: "')' (4) O

k1) Simple worst-case analyses for culling out those nodes which can be
‘ shown to have high (=1.0) reliability even under a worst case set of

\ assumptions. (:)

‘ 22




(2) Desian and performance of some reasonably straightforward direct test-
ing (still using worst-case assumptions) on nodes to establish estimates
on those which are borderline in (1).

(3) Design and application of hybrid test/analysis techniques to the nodes
remaining after processes (1) and (2) have been applied. At this point
worst-case assumptions should be discarded and replaced with the best
estimates of the governing parameters that can be’economica11y obtained.

Sbme work in this direction is being done and can be found in reference 4.

"Finaliy, it is noted that the cost of node assessment must be weighed
apainst the impact it has on network assessment. That is, how is the expected
value of the commodity protected (or alerted) by establishing communications
cpnnectivity changed in response to the result (and expense) of node assessment?
These points will be addressed after developing the necessary tools for network

analysis in the next section.

23



| SECTION III
| NETWORK AMALYSIS

\This section treats the problem of determining the connectivity probability,
P, between two distinguished nodes in a network. The distinguished nodes will be
called source and destination nodes, and it will be assumed that their survival

probability is 1.0. The remaining nodes in the network are assumed to have data

regaﬁding their respective estimated probabilities'of survival, p;, in the format:

of figure 2. Such nodes are called weighted nodes. It is further assumed that
the ﬂodes are statistically independent. Specifically, it is assumed that any

dependence in the network has already been considered via testing and/or analysis

at th% appropriate level of complexity (subsections 2.2.1, 2.2.2, and 2.2.3) and
that these processes have allowed node definitions so that the assumption of node
indep%ndence is valid.

#t should be noted that data on the nodes, in the format of figure 2, is
clearly a function of the level of threat under which the node was assessed. '
Conse#uently this data could be found as a function of the external (to the node)
threat parameters. These parameters, in turn, can easily be made dependent on
time ‘scenario) and space (node and burst coordinates). An efficient network
analysis should be able to use all this information so that the inevitable
question of, what if... this scenario?, can be answered quickly and efficiently.
This can be accomplished only if the network analysis results in an explicit
functipn, i.e.,

\ P =g (Prs Ppyr +evs Pp) (5)

relating the network connectivity probability to the survival probability of each
node in the network. The function can then be evaluated at different times as
the es#imates for the nodes evolve in time.

N%twork, as used here, will mean a set of nodes and a set of links con-
nected together in a well defined way. The network function is to establish con-
nectivﬁty between the network users (source and destination nodes). An example

| 24




of a network is shown in figure 11. This example involves all symbols necessary
to define an arbitrarily complex network. The symbols are defined in table 1.

3.1 NETWORK SIMULATION

Simulation is a technique which can be readily applied to almost any problem.
Rather than depending on a formal analytical approach, simulation requires only a
physical understanding of how the system works, knowledge of a hrogramming
language, and the patience to faithfully translate physical understanding into
code. Consider the example of figure 11. |

Suppose that the probabilities of survival of each weighted node are given
in the set {91’ Pys Pgs Py ps}. The task is to determine the probability of
connectivity, P, from node 6 to node 7; i.e., Pg-7. Although it is an easy task
to find Py, analytically for this problem it is apparent from the example that
more complicated networks will not be so tractable. In this case simulation is
frequently resorted to. To solve the network by simulation the following two
"sub-algorithms" are required.

(1) RANDU: an algorithm which generates a random number uniformly
distributed in the interval [0,1].

(2) CONNECT: an algorithm which examines a given network and makes
a determination of the connectivity [1] or lack of it [0] between
source and destination nodes.

A simulation algorithm to solve the network of figure 11 is;
(1) NODES = number of weighted nodes in the network
(2) LOOP = number of simulations desired
(3) Pg_7+—0.0
(4) j<0
(8) j<—J+1
(6) i<—0
(7) i1 +1
(8) Y = RANDU

th

(9) If Y > p; remove the i~ node from the network

25




Figure 11. An Example of a Network

Table |
SYMBOLS
: Source or Destination node, survival probability

=1.0

Node with survival probability=1.0

(::)  Undirected node, survival probability =p;

|> - Directed node, survival probability=p;
Undirected link, survival probability =1.0

NOTE: A link with survival probability##1.0 can be
represented as: ‘

-—{:::>—- - undirected

directed
26




(10) If i < NODES go to (7)
(At this point one possible fea]ization of the network, e.g., figure
12a, has been created)

(11) X = CONNECT
(The realization, e.g., figure 12a or 12b is examined for connected-
ness or disconnectedness; X = 0 or 1)

(12) Pgoy<—Peoy + X |

(13) If j < LOOP go to (v)

(14) Pg_; «——Pg_7/LOOP
(15) sToP

As the reader can see, simulation is a powerful tool which can be readily applied
to network reliability problems even if the investigator is unable to begin a
formal analytic approach. The method does have severe limitations. For example,
exercising the preceding a]gofithm on some given set of node probabilities yields
no insight at all into the solution under a different set of node probabilities.
Or suppose that one wishes to examine the effect on network reliability of per-
manently remcving one node (for example, node 3 in figure 11). The entire
problem must be re-simulated. These situations can be handled by simulation but
this approach can be quite inefficient and time consuming. Consequently, more
éfficient techniques are in order.

3.2 ELEMENTARY NETWORK ANALYSIS

The objective of this subsection is to develop some techniques which will,
with a single simulation, yield some insight into how the terminal reliability
changes as a function of the node probabilities. The‘technique to be discussed
is prompted by the observation in the algorithm of subsection 3.1 that network
realizations can be examined for connectivity.

3.2.1 Series/Parallel Network Analysis

Network analysis of series/parallel combinations of nodes is straightforward
but can become tedious when large numbers of nodes are involved. Fere, two
analysis examples involving only series/parallel networks are considered.

Consider the series network shown in figure 13. The series configuration is
indicated by the observation that only a single path exists between source (K+1)
and destination (K+2). Hence there is only one way that connectivity between
these nodes can te maintained. That is, all K weighted nodes must be functional.
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(a)
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6 7
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(b)

Figure 12. Realizations of the Network of Figure 11.

)
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| 2 3 K 2
O—O—0--———- -O—

K+l

Figure 13. A Series Network.

Now if the probability that the ith node is functional is given by pi; then the

probability of connectivity between the source and terminal nodes is Just:

P =

Ip, (6)
1

1 1

n=ax

Consider the parallel network shown in figure 14. The parallel configuration
is indicated by the observation that only a single means exists for destroying
connectivity between the terminals. That is, all K weighted nodes must be non-
functional. The probability that the ith node is nonfunctional is:

q'i=]-pi (7)

And the probability of not having connectivity between the terminals is:

K
Q=10 (8)

hence, for this network
(9)

Suppose now that there is a need for a network grapn containing a large
number of weighted nodes. Equations 6 and 8 can be used to decrease the complex-
ity of such a graph if it contains any segments which are series/parallel. These
equations, while somewhat trivial, thus have considerable utility. Unfortunately
it is quite common to encounter networks which cannot be reduced by the methods
of this section. See, for example, the network of figure 11.
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K+1

K+2

Figure 14. A Parallel Network.

In the next subsection the means for handling networks such as figure 11 are
considered. The stepping stone will be another technique for analyzing small
networks which are not necessarily series/parallel.

]ementary network analysis can be expressed in terms of a logic table
which contains all possible network realizations. Consider the example of
A logic table Tists all elementary events that can occur in the
netwo% (an elementary event is a network realization). The logic table for

i .2.2 Analysis of Small Networks

figur

15 is shown in figure 16. The entries in the logic table are interpreted
- node does not exist and 1 - node exists.

figur

ext a Boolean function is created from the logic table. The Boolean func-
tion is a listing of only those elementary events which will yield connectivity
between the terminals. Hence the Boolean function for the example is as shown

in f1§ure 17, since events 1, 2, and 3 do not yield connectivity.

onsider the slightly more complicated example of figures 18 and 19. Note
that the logic table is nothing more than a complete listing of all the binary
numbers from 0 through 2K = 1, where K is the number of weighted nodes in the
network. The Boolean function is created by examining each event in the logic
table (]n conjunction with the network realization implied thereby) and meking a
determination as to whether or not the particular event yields connectivity. The
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4
L

-—o0—oc—]

Figure 15. A Series Network.

NODE
[ 2
E | o] o
v
2 0| |
E
N 3| 1 0
.
4 : |

Figure 16. The Logic Table for the
Network of Figure 15.

EVENT | 4 ! l

Figure 17. The Boolean Function for the
Network of Figure 16.
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Figure 18. A Series/Parallel Network.

NODE

1213
t1010(|0

21010}
3101110
41011 |1
S11]1010
61 |0}
7111110
g1 |t ]!

Figure 19. The Logic Table for the
' Network of Figure 18.
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Boolean function for figure 18 is as shown in figure 20, since events 1, 2, and
3 do not yield connectivity. ‘

An analytic function for the terminal reliability can be created from the
Boolean function by the correspondences:

0=1 - P; (10)

n
0
-t

1=>p, (11)

and summing the probabilities of all eévents. Using these correspondences for the
example of figure 18

Pu_s = Q1 P2 P3 +P1 Q2 Q3 +P1 Gz P5 + Py P2 G3 + Py Py P3 (12)

where P,_c is the terminal reliability. By letting all weighted rodes have the
same existence probability: :

P; =P i=1,2,...,K : (13)
Pyos = p + p? - p’
3.2.3 Larger Networks

The technique exposed in subsection 3.2.2 clearly becomes unmanageable for
networks with large numbers of nodes. This can be seen by considering

K = number of weighted nodes in the network (14)

E = 2K = number of elementary events in the logic table (15)

Thus, for example, a network with 24 weighted nodes would create a logic table
with 16,777,216 elementary events. Clearly both time and computer storage
requirements, using the technique of subsection 3.2.2, would be exorbitant.
However, if the assumption of equation 13 is valid, an efficient technique can

be found.

Consider the following approach. One merely acknowledges the existence of
the Boolean function and finds only those parameters descriptive of the function
which are required to find the terminal reliability. What parameters are

important?
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| 1 |23
| 3 alofr]i
| v sl1]o]o
E 6|1 0]l
‘ N 711 11}0
| T 81 |1]1

Figure 20. The Boolean Function for the
‘ Network of Figure 18.

‘From equation 13 the Boolean function (if one has it) can be used to'get to
an equation for the terminal reliability. It is also possible to get from an
equation for the terminal reliability to the pertinent parameters of the Boolean
function; since it is nothing more than the sum of products indicated by the
Boolean function.

‘To illuminate this pcint consider again the example of»figure 18. The
Boo]ian function can be used to create an analytic function which ultimately
yields the terminal reliability. Thus, the correspondence of figure 21 is
creaded. Note that the correspondence indicated in figure 21 is event by event.
Note‘a]so that the entry in the analytic function table is a "literal" interpreta-
tion‘of its corresponding entry in the Boolean function table. Consequently the
word‘1itera1 is often used in this context.

Fvent 3 yields the literal (by assumption 13), (1-p) (p) (p) = p2 - p3;
event‘S yields (p) (1-p) (1-p) = p-2 p2 + p3, etc. Then summing events 4 through-
8, thf equation for the terminal reliability is found.

There is a quicker way to arrive at the terminal reliability equation from
the Boolean function. Since each row of the Boolean function creates a corre-
spondtng row in the analytic function with a well specified form, one needs to
find Ln]y the form and the number of occurrences of that form. The form is
dictated by the number of "1" entries in the row of the Boolean function. And
of co¢rse each row in the Boolean function has the same number of entries; K,
the n*mber of weighted nodes. HNow all rows of the Boclean function which con-
tains‘the same number of "1's" will create the same analytic function row entry

' 34




Boolean function —— Analytic function

NODE NODE
£ 1 [2]3 I 2 3
v 4 0] 1] 1 4 1-p p p
€ 511]10] 0 5 p ‘l-p l-p
N 61|01 | &—P»|6 p I-p p
. 71 1|o0 7 p p 1-p
S I U I 8 p p p

Figure 21. An Example of the Corfespondence Between a Boolean
Function and an Analytic Function; for the Example
of Figure 18.

(since the column entries in the arithmetic function are comnutative under the

assumption that all weighted nodes have the same probability of.survival p).
Now let

j - number of "1's" in a particular row of the
Baolean function

mJ - number of rows in the Boolean function which:
contain exactly j "1's"

A single event probability with exactly j surviving nodes is:

e, = pd (1-p)K

J
or,
K-Jj s\
K-3 .
. ror+d
%-Ej(r)(4) p
r=0

The sum of all event probabilities with exactly j surviving nodes is:

K-j (K-j) +
. REY J
e E ms r /(1) p
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| . ' .
. It is now reasoned from the Boolean function that there will be rows con-

tainhng (k) "1's," (k+1) "1's " etc. Further one can, by inspection of the net-
workﬂ determine the minimum number of nodes which must be operable to have
connFctivity, i.e.,

\ ¢ - minimum number of nodes for connectivity (21)
\

Henc% the minimum value of the subscript on m is c; and the maximum value of the
subsFript is, of course, K. Therefore the sum of all event probabilities indi-

cate? by the Boolean function (which is the terminal reliability of the network)
is: |

LRl () |
\ p = 2{: my\ r (-1)" p™ (22)

| J=c r=o0
|
\

Obseqve now that the expansion of the series of equation 22 results in a poly-
nominal in p, i.e.,

' K .
| P=D. ap (23)
|

The a% may be found by equating equations 22 and 23.

| i K=J i-j |
| o35 my (i) 0™ (24)

| j=c
|
|

Consiier now the means for finding mj. The physical meaning of mj in network
conneqtivity terms is the number of elementary network realizations in which j
of the K weighted nodes exist and the terminals are cornected. The total number
of elementary network realizations in which j of the K weighted nodes exist

(wheter connectivity results or not) is

| A B (25)
Kj-(j)
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It follows that the number of elementary cut events involving j nodes is just:

| K
ny =(j) - (26)

A technique for finding mj, given j and K is:
(1) Find the value of Kj (equation 25)

(2) Form an Lj lTength sequence of random elementary network realizations
with exactly j of the K nodes in the original network existing.

(3) Find the decimal percentage, kj; of those networks from (2) which are
connected.

(4) The approximate value of m is:

mj ~ kj Kj (27)

Clearly this technique can be optimized by proper selection of the sequence
lengths Lj’ in step (2). This would be dcne by forcing a direct correspondence
between the Lj and the Kj; Kj being a known variable for different values of j
according te equation 20. The general concept used is known as stratified
sampling. This is discussed in some detail in references 5 and 6.

3.3 GENERAL NETWORK ANALYSIS

The object of this subsection is to provide the reader with a brief review
of several analysis techniques. The techniques will be successively more power-
ful and will all hinge on the concept of an event space.

3.3.1 The Event Space

A network with K weighted nodes is given. The corresponding event space is
a K-dimensional hyperspace. Each one of the K dimensions corresponds one-to-one
with one of the nodes in the network. It was seen earlier that a given network
realization is a depiction of the network in terms of the state of each node (it
exists or it does not exist). It was also pointed out that there are precisely
2K possible realizations of the network. To complete the correspdndence between
a network and its event space it is required that each axis of the event space
have on1y two labels, i.e., for the 1th axis the labels are: 0 - the ith node

does not exist and 1 - the itM node exists. A convenient picture to hold in mind
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is fhgure 22, a region in a plane with ZK admissible points in the region. Each
poink has a label which describes the netwerk realization it pertains to.

‘Each point has an associated probability according to its corresponding
nethrk realization. The jth point then has probability:

K
| e; = [[fi ® (28)
i=1
wheré
| = p; if the 1M node exists

| f. (p) (29)
q; = 1 - P, if the ith node does not exist

It i% axiomatic that:

:

| Z &5 =1 (30)

| -

since‘by the definition of the event space each event is disjoint and the sum
of a]ﬂ possible events is indicated in equation 30.

ﬁhe object of a general network analysis can be stated in terms of this
event‘space; viz., to sort out the events which are favorable to network con-
nectivity from those events which are not.

P.3.2 Sum of A1l Elementary Events

Eupposing for the moment that the sorting is already accomplished and that
G of khe ej have been found favorable and renamed as 93 the probability of
netwo#k connectivity (terminal reliability) is:

G
P=Zg1. (31)



Figure 22. An Event Space.

Calling the unfavorable events bk then the terminal unreliability is:

2K
o= Dn ()
k=G+1 ”
It is apparent that
P+Q=1 , (33)

Now consider the sorting. As was shown in subsection 3.2.2, one technique
for doing this consists of the foliowing steps:

(1) List (or generate in a binary sequence) all possible elementary
events in the hyperspace.

(2) Examine the network realization corresponding to each elementary event.
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| If the network realization provides connectivity

‘ gj<-—e,'

| If the network realization does not provide connectivity

| |

|

' Another technique depends on first examining the network for all simple
path%, [rr;r =1,2,..., L](ref. 7). The following steps are then exercised
(refT 8):

| (1) as above

(2) Ife erpr=12,...,1

| then g; «—e,

‘ Ifeifrr;r' 1,2,...,'-

| then bk4-—e1

Consider an example. The simple paths of the network of figure 11 can be written
as th% literals:

|
|
| I'y<=pPP
|
| Iy <= p, Ps

r3© pl p3 p5
|

| Ty <> P, P3 Py

Note #hat the literals above do not necessari]y specify the state of every node
in the network, only those on the path jndicated. Literals such as these may be
thougﬁt of as subspaces each of which may contain many elementary events. Now
suppose that the 11th elementary event is being considered.

|

| e;; <> 0; 1, 03 1, 15 (Binary 11); or

| ey <> q; P> G3 Py Ps (the literal)

| 40




Now

e £,
E]_l 4 1"2

Qj «— €,

Or suppose that the 13th elementary event is being considered.
€13 01 ]2 13 0, ']5 or

€13 1 P2 P3 qy Ps

Now
e;3 £ 1)
ey £ Iy
e13 £ I3
er3 £ Ty

.'.bk<——e]_3

Clearly, performing this examination for all the elementary events will sort the
set

{ei; i=1,2,... 2K}

into the two desired and disjoint sets. The set of favorable events

{gj; i=1,2,... G}

yields the terminal reliability by equation 31.

The set of unfavorable events
b : k = K}
1bk’ k=G+1,G+ 2,... 2

Yields the terminal unreliability by equation 32.
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‘ The basic difficulty with this technique is that the event space contains
2K q1ementary events which require inspection by the algorithm. K is typically
a 1arge number and 2K events quickly become too large and too time consuming
to aﬂ1ow serious consideration of this téthnique.

\3.3.3 Inclusion - Exclusion

‘Here it is presumed that the set of all simple paths is available as a set
of literals {r.}. It was observed in subsection 3.3.2 that the set of simple
paths could be used to determine if a given elementary event belonged to the set
{gi}‘or the set {bk}. It should also be observed that a single simple path
1ite#a1 may be considered as a subspace which contains many.elementary events.
For éxamp]e, the literal p; p, in the network of‘figure 11 contains eight elemen-
tary\events: ’

‘ .

| PL P2 43 Qqu gsi (1 1 0 0 0)
\ Py P2 Q3 Qy Pss (1 0 0 1)

| Pp P2 Q3 Ps Qi (11 0 1 0)

—r @ . L]

‘ Pp P, P3 Py Ps; (1 1 1 1)

A codvenient picture to bear in mind here is shown in figure 23.

ht would be ideal to simply add all the simple path literals to obtain the
termﬂna1 reliability. Unfortunately, as is shown in figure 24, the same elemen-
tary Events may belong to several different subspaces (path literals). So, if two
path hitera]s are summed to obtain terminal reliability one must be careful to
subtrbct out the set of elementary events common to both literals (ref. 9).
The o&er]ap, or set of e]ementary events common to two literals, is found by

‘ . Oi-j <= TN I'j (34)
| |

For eyamp1e, the overlap between the 1iterals p, p, and p, Ps is

‘ 0j-2 <= P1 P2 Pu Ps
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The event space

A subspace (literal)

Figure 23. The Event Space and a Subspace.

The event space

Subspace 1 Subspace 2

Figure 24. The Event Space and Two QOverlapping Subspaces.
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Now if the set of simple paths in a network is two in number, for example, Ty
and T, then clearly: C:)

If the P so found is imagined to describe a boundary for a single region in the
hyperspace a recursive algorithm for finding the terminal reliability when the
netWﬂrk contains L simple paths (rl,rz,...,rL) is:

(1) i «—1

(2) P<—r,

(3) i «— i+

(4) P <P+ ry - (P nry)
(5) Ifi<L goto(3)

kG) Stop

This technique also has serijous difficulties. The number of terms in the (:)
relizbility expression is dependent on L, the number of simple paths. It can
be shown that the number of terms, including empty sets, in P generated by this
algorithm is:

T =2t -1 (36)

Since networks can (and have been) designed which have more simple paths than
weighted nodes, the technique of subsection 3.3.2 may often be more efficient

than this one.

3.3.4 Disjunction via Boolean Operations

Just as the principle of inclusion-exclusion can be used to form an expres-
sion for the terminal reliability from the set of all simple paths, so can
Boolean operations. This technique, unlike that in the preceding subsection,
always| forms strictly additive terms in the terminal reliability expression.
Suppos#, as before, that one is given the set of simple paths in the network.

{I'I,I‘Z,...,I‘L}
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‘ - Clearly, if there is only one simple path in the network

‘ P<=rT, (37)

‘Since there is more than one simple path it is reasonable that

‘ P> I‘l (38)

‘The "greater than" implies that events outside the subspace of ©'; contribute to
the terminal reliability. Going down the 1ist of simple paths, clearly events in
‘the subspace [, so contribute. It would be desirable to add those events, but

one must be sure that they are not already included in the subspace I';.
hhis can be accomplished by:

| (1) finding those events not in I';, i.e., ).
| (2) finding the intersection of the events in I, and inT;, T, N T,.

‘ (3) Adding these events to the terminal reliability expression. The result
bf the foregoing operations for a network containing two simple paths, r and T,
yields the result:

‘ Extending this reasoning to the case of a network containing L simple paths
¢esu1ts in the following algorithm for terminal reliability:

‘ (1) i<1

‘ (2) p I

C(3) i+

| (4) PP +PNOT,

‘ (5) If i <L go to (3)
‘ (6) Stop

‘ This technique is discussed in some detail in reference 10. It is very
prerfu] method which can be impliemented on a digital computer in a reasonably
sFraightforward manner. As with all network analysis algorithms though, it will

| |
| 25




not terminate for networks containing large numbers of nodes. In this event the
a]gokithm will stop with a lower bound for terminal reliability.
|

‘The technique to be discussed in the next subsection has the same merits as
above; with the additional features of greater speed, and an upper bound is also
prov#ded.

\3.3.5 Direct Labelling of the Event Space

‘The ideas exposed so far in subsection 3.3 have depended on either subtract-
ing overlap or forming disjoint sets of events in the hyperspace. The disjoint

sets‘were formed by using some simple properties of the space itself and the non-

disjoint simple paths. Here, a direct method is explored. The set of all simple

paths\is not required; only the network itself and the concept of the event space

is needed.

%he event space is imagined as consisting of 2K admissible points and one
seeks\the 1argest possible subset of these points which are favorable to network
connectivity. This subset is described by the literal for the shortest path
throu%h the network. Call this literal F;. One can then conclude:

|
| P>F, (4n)

The "greater than" is intended to express the idea that other events, in Fy, may
also contribute to the terminal reliability. Now one can view the created
1iter41(s), F}, as describing "sub-networks;
joint‘from the others. That is, F} may be written as a sum of several disjoint
1iterahs as indicated in figure 25. Further, each subnetwork may be examined
for its short path in the same manner as the original network. This process
creates literals which, when intersected with the created literals in which they

occurred, create disjoint and additive terms in the terminal reliability expres-

each of which is easily made dis-

sion. |

|
At some point in the process a literal will be created which describes a
subnetwork in which no path exists. Call this literal Cy (a cut Titeral). One

can conclude then that:

\ Q>C (41)
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Figure 25. The Subspace for F}'Shown as the Sum of the
‘ Disjoint Subspaces F;, through Flg.

TLe "greater than" is intended to express the idea that other literals later on

in the process may also be unfavorable to network connectivity. Naturally
enough, the 1list of created literals along with the list of cut literals and the
list of path literals intersected with their associated created literals provides
a‘comp]ete covering of the event space at any stage in the process. A convenient
pictorial presentation of the process is shown in figure 26.

‘ A full exposition of these ideas is contained in SDAN 16. The aTgorithmi
(from SDAN 16), insofar as is known, is most efficient means for finding the -
symbolic form of the terminal reliability function. As a by product it also
ci:ates the terminal unreliability function. As was pointed out at the beginning
o# section III, the symbolic function is extremely valuable in scenario- dependent
communications network analysis. As shall be shown in section IV and subse-
quently, it is also valuable in gaining insight into network reliability questions
concerning resource distribution, node valuation, and network design.

‘ Before addressing these issues, consider a basic part of the direct labelling
a”gorithm.
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(a)

haven't looked
here yet

Path here

Fi3

Fy

haven't looked
here yet

haven't looked
here yet

The total event space in terms of the first path

Jiteral and its complement.

(b) The subspace'F]I

Figure 26. A Pictorial Presentation of the Direct Labelling Process.
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‘ 3.3.6 An Algorithm for Finding the Shortest Path in a Network

The analysis process discussed in subsection 3.3.5 depends on finding a path
through a network. It can easily be shown that a short path contains a larger
"area" of the total event space than a longer path. The short path also creates
#ewer literals to cover the remainder of the event space. Thus, while the process

f the preceding subsection will work by finding any path, the shortest path
kauses it to work more efficiently. Note also that the efficiency of the process
bf subsection 3.3.5 is directly related to the‘efficiency of finding a single

hort path through a network. The question of the most efficient way of finding
short path could use additional research. One algorithm for this problem is
Tffered here. '

Suppose that one has the connectivity matrix for the network. The rows and
olumns of the matrix are labeled with their respective node labels. The entries
n the k™ row of the matrix are either "1" or "0." A "1" is used if the kI
an transmit to the node identified with the column in question; a "0" is used
therwise. The connectivity matrix for the network of figure 11 is shown in

#igure 27. '

node

‘ In addition to the connectivity matrix, the source and terminal ncde Tabels
re also required. The algorithm requires two subroutines. The first subroutine
Qi]] be called PATH. The second is called EXIST. The function of PATH is to
qask EXIST and to keep‘a record of the locations where EXIST performed success-
ully. EXIST takes the information from PATH concerning source node, terminal
ane, and maximum allowable path length (MAPL), then decides if a path does exist
under these constraints.

‘ Subroutine EXIST works as follows:

‘ (1) Path length (PL) «— 0

o (2) PL - PL+ 1

‘ (3) éui]d a list of all nodes PL moves away from source node.

‘ (4) Is the terminal node in the list (3)?
‘ If so, set FLAG «<— 1, set MAPL <— PL, and return to PATH
‘ If not, go to (5)

‘ (5) Is PL> maximum allowable path length (MAPL)?
‘ If so, set FLAG = 0 and return to PATH
‘ If not, go to (2)
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Figure 27. The Connectivity Matrix for the
Network of Figure 11.

Subroutine PATH works as'follows:
(1) MAPL <— (some large number). _ (:)

(2) Call EXIST; pass over MAPL, source node, and terminal node. EXIST
returns FLAG and MAPL <«— PL.

(3) MAPL <— MAPL - 1.

)
(4) Build a list of all nodes one move away from source node. Index this
list (I).

(5) 1Is the terminal node in the 1list (4)? If so, stop. If not go to (6).
(6) 1 «— 0
(7) 1 <— 1+

th

(8) Source node <— I°" node in the list of (4).

(9) Call EXIST

10) If FLAG = 0, go to (7).
If FLAG = 1, write the source node in a 1ist of nodes in the short path.
11) Go to (3). <:)
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| SECTION 1V
| APPLICATIONS AND EXAMPLES

| The material in the preceding sections can be summarized in three fundamental
results:

\ (1) The confidence-reliability function for the ith

Firect testing and takes the form:

node can be found from

| ‘ 1

| S; T3-S

| _ X (1-X) dx
| Pi

| c (p'i f__ﬁ-l) = L (42)

] .
| S'l' T3-S
| o X (1-X) dX

| Py The true but unknown probabiiity of survival of the ith node.

| ﬁi The estimate of p,.

C( ) Confidence, or fiducial probability, that the argument ( ) is
\ correct.

| ~ T. Total number of tests performed on the ith node.

| Si The number of tests in the test series that the ith node passed.

(2) A network reliability analysis can be performed to yield:
. P ) oy (43)

fi(p;) (44)



| Pj if the jth weighted node exists (:)
| . th .
- - . if the j~ weighted node does
fi(pj) ‘ qj (1 pj) not exist (45)
| 1 if the jth weighted node is

| irrelevant

P Literal for the terminal reliability of the network

A Number of terms in the series
K Number of weighted nodes in the network

| pj Literal for the probability of survival of the jth weighted node

Y]

(3) The same network reliability analysis as (2) will yield:

B v
| 0> D 8 (45)

i=1

|
| O
\ K
|
|
| . th . .
| pj if the j~ weighted node exists
| . th .

_ _ if the j~ weighted node does
gi(pj) = qj = (1 - p,J) not exist (48)
\ ] if the jth weighted node is

“irrelevant

where‘

Q Litéra1 for the terminal unreliability of the network

| B Number of terms in the series

A few lof the potential applications of these results are developed by way of

examples. ‘ (:)
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4.1 CONFIDENCE RELIABILITY FUNCTION FOR A NETWORK

| Consider a network in which the probabilities of survival of the nodes are
‘not known. It is assumed that each node in the network has had a limited number
Pf tests performed on it. This of course casts the reliability information on
each node into the mold of equation 42. The implication of this is that each
node may have any probability of survival in the range [0,1]. But there are
ifferent confidences in different values in this range according to the confi-
Fence distribution of equation 42. Now of course it can be-argued that a single
true value of probability of survival exists for each node. Then likewise a
single true value of terminal reliability exists for the network. Unfortunately
hese can never be known. The best that can be done is to form the confidence
jstribution for the terminal reliability of the network.‘

| Consider the network of figure 28.’ This is a simplified version of the
RPA computer net. Suppose, for the sake of illustration, that each weighted
qode in this network has been subjected to 10 tests. Each test simulated a
hostile environment of concern. Information is desired on what the confidence-
#e]iabi]ity distribution is between the terminals UCLA and CMU in the hostile
%nvironment. The test results for the weighted nodes are assumed to be:

| Node (i) S
| 2 10 10
3 10 8
| 4 10 9
| 5 10 9
| 6 10 8
7 10 10
| 8 10 10
| 9 10 8
| 10 10 9
1 10 o
| 12 10 8
| 13 10 8

Tke algorithm to solve this problem is:

— | 53
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Figure 28. The ARPA Computer Network after Series
Parallel Reduction

(1) Find the terminal reliability function, equation 43, using the algorithm

of SDAN 16.
(2) Build the confidence reliability function(s) for the nodes (See

equation 42.). C:)
(3) j+-0

(4) J «—J+1

(5) Form a single realization for the estimate of the probability of
survival of the ith node; i.e., ﬁi = 1,2,... K. (Here conventfonal
numerical techniques are used to map a random variable uniformly dis- -
tributed in [0,1] to a new random variable 51 distributed in [0,1]
according to the confidence reliability distribution for the ith
node formed in step (2).).

(6) Form a single reQIization for the estimate of the terminal reliability,
P, using results of steps (5) and (1).

(7) P]ace‘the results of step (6) into a left accumulated histogram.

(8) If j <Jj max, go to (4).
L(Q) Normalize the result of (7).

10) Stop. (:)

Figures 29, 30, and 31 show the results of exercising step (2) of the above
a]go#ithm. Figure 32 shows the confidence reliability function between the
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‘terminals UCLA and CMU. This output exercises the entire algorithm. The
‘a]gorithm is extremely fast since it requires only a single solution to the
‘network analysis problem, resulting in a symbolic solution for terminal reli-
\abi]ity which is solved repetitively in a Monte Carlo sense in steps (4) through
\(8) The result of figure 32 shows, for example, that one can have 90 percent
\conf1dence that the terminal re11ab111ty, in the hostile environment, is equal to
or greater than 0.83.

‘4.2 NETWORK ASSESSMENT WITH AN ATTACK SCENARIO

‘ This subsection considers the problem of finding the confidence reliability
p1str1but1on for a network under an attack which evolves with time. A cookie
Futter approach to the problem is not taken. Rather, it is assumed that the
Pffect of the individual weapons on node probability of survival is kaown.
§pecifica11y, it is assumed that this effect is known through simulation testing
Ksubsection 2.2.1, and equation 42). For the sake of showing the flexibility of
the network analysis algorithm it is also assumed that individual weapon effects
ére Tocal in nature. That is, a weapon directed at node i does not affect the
%e]iabi]ity of node j (i # j). It is further assumed that the attack scenario
$oes not allow repair of any nodes in the network.

‘ Consider again the network of figure 28. Suppose that the individual nodes
2 through 13) have teen tested to the weapons effect of interest with results as
ndicated in subsection 4.1. Further suppose that the attack scenario consists
f three waves of weapons at times T1, T2, and T3. The individual weapons are
?argeted at the different times on the nodes indicated below:

| Node T1 T2 13
| 2 1 0
‘ 3 1 1 1
4 1 0 0
‘ 5 -1 ] 1
| 6 1 0 0
‘ 7 1 1 0
‘ 8 1 1 1
‘ 9 1 0 0
‘ 10 1 0 1

1 1 1 C
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| Node I T2 13

| 12 1 1
| 13 ] 0

o O

| .
How does the estimate for the terminal reliability behave under this scenario?

|
'The algorithm of subsection 4.1 will solve this problem with only a minor

modiﬁitation. The modification consists of using the expedient of reconfiguring
the network in accordance with the attack scenario. This reconfiguration does
not %ffect the symbolic form of the terminal reliability solution; only its
interpretation. Consider the following. The nodes in the network may be inter-
preteh as a probability; namely the probability that the node still functions
after a single attack. If the node has been attacked n times (without repair);
then khe probability that it still functions is the same as the probability that
a serbes string of n nodes, each attacked once, will function. Using this
expedient, the algorithm of subsection 4.1 is augmented so that the evaluation of
the s*mbo]ic‘form of the terminal reliability now incorporates a count of the
number of weapons delivered to a given node as a function of the attack scenario.
If th# jth node has been attacked n times, the realization of 51 (step (5)) is
found\from:

|

d"l) 51.4-—-—1.0

(2) § <0

(3) § «—d+1

(%) ‘Form a single realization for the estimate of the probability of

|

survival of the it" node at the jth attack; ﬁ{j

(#) If j < n, go to (3)

The result ofhusing the modified algorithm of subsection 4.1 under the assumed
scenarjo and test results is shown in figure 33.

w%thout,going into detail, it should be clear that a straightforward
extensjon of the expedient used in this subsection will allow multiple effects
assessment. For example, the reliability under ambient conditions could be
fo]ded]in with a single weapons effect; or multiple weapon effects. Node repair
|
|

could also be easily accommodated.
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| It should also be noted that a way has been shown to obtain the entire

\confidence reliability distribution. Normally only the expected value of the
'terminal reliability estimator is found; particularly when time dependence is
\invo]ved. The reason for this is simply that previous algorithms have been too
'slow to effectively find. the entire distribution. This algorithm can be simpli-
\fied to work only with expected values with a significant increase in speed. For
\examp]e, the result of figure 33 was found in 174 seconds; if expected values
ionly are used the solution time reduces to 7 seconds (both solution times are

\from using the AFWL CDC 6600 compdter).

“4.3 VALUATION OF NODES

\ The notion that some nodes in a network may be more important than others

Ps a rather old and intuitively agreeable idea. Unfortunately little exploita-
tion of this notion has been possible in the past. References 11 and 12 are
ood examples of past efforts. This problem is now addressed as an application

of the algorithm of subsection 3.3.5.
|
\ One additional concept is needed for this treatment. This is simply that

#he network itself has value. If one considers the network as a resource it is
possible to nose objective functions which maximize the expected value of the
resource. The expected value will depend on the nodes in the network. Consider
Tor example the telephone network. This network has value to AT&T inasmuch as
revenue is realized from the users of the network. If some of the nodes in the
ﬁetwork do not operate (or are unavailable due to traffic congestion) then some
potential users are deniéed the use of the network. In turn, AT&T is denied the
4evenue from that potential use and the expected value of their resource (the
network) is decreased. A more fundamental example from a military point of view
ﬂnvo]ves warning networks. Here one could think of the value of the network as
b%ing the value of the resource which must be alerted via the network in case of
impending attack. For example, this value may be the equivalent of the capital
i%vestment‘invo]ved in a wing of B-52 bombers.

\ Other examples could be given, but the point is made that a value or set of

values may be placed on a retwork. This can be done from the point of view of,
for example, a corporation which owns the network and derives revenue from a
multiplicity of users; or from the point of view of an individual user who
depends on the network te protect some commodity of value to him. This last
p+ob1em shall be treated here. |

\
| .
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tion for the Network of Figure 28.
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| 4.3.1 An Insurance Strategy

| The concept to be exploited in this subsection is that a network user
'determines the revenue he will obtain from use of the network if it is perfectly
\reliab]e. Call this revenue Vy. The user has access to data whereby he can

\determine the expected value of the reliability estimate for each node in the
‘network in an ambient environment.

\revenue from use of the network.

Now this user also knows that occasionally one of the nodes in the network

%s removed (perhaps for repair or maybe due to hostilities) for an extended
Feriod of time. He knows intuitively that during this period his expected
revenue from use of the network will decrease. There is a company in town that
sells insurance to protect against this happening. The policies are written so
hat, regardless of the face amount, only his real losses or the face amount
whichever is less) are covered; but at the same time the premium goes up as the
iace amount does. Clearly this man has a node valuation problem. The face amount
?f the policy he buys on each'node will reflect the value of that node.

From this data he determines his expected

| Suppose that a series of random checks have been made on the availability
Af the it" node in a network. By equation 42, the confidence reliability dis-
tribution for the ith node may te found. Alternately, the confidence reliability
ensity function may also be found as

\ C(ﬁi) = ;:—'C(ﬁi > p;)
| Pi
0
. S o Ts-S;
“ A p‘i '1(]"p1') T
| c(py) = =3
. S. T:=S.:

| ‘/f X T(1-x) T X (49)

0

| i | th
From equation 49 the expected value for the reliability of the 1t

| 1 S+l T.-S.
| f b (1-p) T B
| Ep, =22

j T S, T.-S.

\ ./f X T-x) VT dx
‘ 0

\

The integrals involved are the beta integrals (ref. 13) and the solution to equa-
tﬁon 50 is:
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\
\
\ S. + 1
\

‘ .

\
The Weader should note that the maximum 1ikelihood estimate for the reliability

of the jth node is not being used. Instead, the mean (or 50 percent confidence

estimate) is used because of its useful property in estimating the mean terminal
reliability. This property is embodied in the following (ref. 13):
\ ,

xFrom equations 43, 44, and 45:

\
\
|
| E

(52)
|

>
{v
D\g
1] >
]
<
-de

| K

| v =[] nyy) (53)
| j=1 |
\

x E ﬁj . if the jth weighted node exists
. .th .
sy L F A it the j~ weighted node does
x hi(pj) j1-E P; not exist (54)
| 1 if the Jth weighted node is
| irrelevant

pr the network analysis algorithm of subsection 3.3.5 solves for the

symbo]nc form of equations 52, 53, and 54. Therefore one needs only substitute

numer1ta1 values for each node, according to equation 51 to find EP. It follows
that the expected value of the network is:

| EV. = V_ * EP (55)

\
For the insurance problem one needs only to note that equation 55 can

easily be evaluated under two different conditions:
|

(T) The "normal" or ambient condition.

(%) Remove the 1th
THF expected value of the 1th node then is:

node; i.e., set p = 0.0.
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\ This expected value, EVi , is the face amount of the insurance policy the
\network user should buy on the ith node.

\ Consider again the example of figufe 28. The user is UCLA who obtains

\revenue by communicating with CMU. Problem data are:

\ v

| T ° 1000

\Avai]abi]ity of the nodes is estimated from the measurements:

\ Node (i) Ii. Ei
| 2 998 949
| 3 998 899
| 4 998 974
| 5 998 974
| 6 998 899
| 7 998 949
| | 8 998 949
| 9 598 899
| | 10 998 974
\ n 998 974
| 12 998 899
| 13 998 899

\ . . .
Implementing the equations of this section in an algorithm and solving, the

rksu]ts are:

\ Node (i) EVT(Ll EVT(zl EXl

| 2 984 890 94
| 3 984 939 45
| 4 984 982 3
\ 5 984 977 7
| 6 984 983 1
| 7 984 975 9
| 8 984 980 5
| 9 984 083 1

| | 65
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Node (1) EVT(I) EVT(Z} EYV

10 984 982 3
N 984 977 7
12 984 894 90
13 984 893 92

To demonstrate a point which may not be completely obvious, suppose that the
ability of the nodes was estimated from a different set of measurements:

Node (i) Ii Ei
2 998 974
3 998 949
4 998 899
5 998 299
3 993 949
7 998 974
8 998 974
9 998 949

10 998 899
1 998 899
12 998 949
13 998 949

esults under these measurements are:

Node (i) By By B

2 995 947 48
3 995 962 33
4 995 991 4
5 995 989 6
6 995 992 3
7 995 984 n
8 995 993 2
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- | 9 995 992 3
| 10 995 991 4
| 1 995 990 5
| 12 995 938 57
| 13 995 947 48 \

F]ear]y the value of each node depends on the reliability of each of the other
nodes in the network, as well as the network topology. This can be seen by a
%arefu] inspection of equations 52 through 56. As a remark on the efficiency
of the algorithm used, the above problem was solved in 7 seconds on the AFWL

#DC-66OO computer.

\ . s
| Finally, one notes that there are many variations on this type of problem.

or example, multiple users with different values, multiple node removals, etc.
One could not hope to address them all. However, it is believed that reasonably
_#traightforward extensions of the concepts of this subsection will handle most,

ﬂf not all, of the problems of real interest.

\ 4.3.2 Optimum Allocation of a Fixed Assessment Budget

\ The value system used in this case hinges on the fact that the budget to
assess the network is a fixed quantity. Note from equation 51 that the expected
v%]ue for the reliability estimate of the ith node depends on the number of tests
(and the results) performed on that node. A test involves the expenditure of part
o% the fix%d budget. Since the budget is fixed, clearly the number of tests that
can be performed is likewise fixed. Suppose that one is budget constrained

t% perform no more than the VT tests. The number of tests on the ithnode is T;o

t*en:

K

| ] |

| | Vp Z T, (57)
i=1

The objective of this subsection may be stated as finding that allocation of

t%sts, {Ti; i =1, 2,...,K}, which will maximize the expected value of the ter-

miral reliability estimate, EP.

‘,‘ | 67




As was seen in subsection 4.3.1, the valuation of each node in the network
depends on the expected value of the reliability estimate for all the other nodes
in the network. This indicates that one must make some asSumption about the test
results on each node before resource (test) allocation is possible. Using this
assumption it is possible to define an optimum allocation which is indeed optimum
as long as the assumed results are borne out by testing. If testing results
depart from anticipated results, the testing results may be used to anticipate
future results, which in turn will indicate a re-allocation of the remaining

resources. As the reader can see, the value of each node in a fixed assessment
bungt situation is reflected in the number of tests performed on the node.
I

The objective function is to find {T s i=1, 2,. K} such that EP is a
um. Now T is constrained by equation 57; and EP (equat1ons 52, 53, and 54)
is d}pendent on Ep y 1 =1, 2,. K} In turn, Ep is dependent on Ti,-S

maxi

(equation 51). Thus, assume, or ant1c1pate test results on each node in order
to allocate the budget. Call the assumed value of Epi for the i th node Api.
This lallows the assignment of:

si = A"s'i (T'i +2) -1 (58)

If the so found is not integer (as it must be) then set Si‘to the nearest
integer or T , whichever is'less.

%Now given an arbitrary set {T y i =1, 2,. K}, satisfying the constraint
of equation 57 and the set {Ap1, i=1, 250c0s } the set {51, i=1, 2, K}
e generated. Using the arbitrary set {Ti; i=1, 2....: K} and the gen-
%d set {Si, =1, 25000 K}, one can easily solve for EP by using equations
2, 53, and 54. TheAquestion now is:h Does another set {T;; i=1, 25000y K}
exist which will yield EP” greater than EP? In case the reader has some philo-
sophical problems at this point with the set {Aﬁi; i=1,2,..., K} note again
that 'this set can be changed at will duiing the process of testing nodes to be
in accord with bast results. It is necessary only to make some assumption to
initialize the allocation process.

erat

To the best of this writer's knowledge, the above problem has never been
solved. It is believed however, that a solution is now possible; all that is
required is the time to code an algorithm which will operate on an arbitrary
initialization set iT sy 1 =1, 24000, } to generate an opt1mum set {T1, i=1,
2ycens K}. This optimum set must have the property of generating an Ep° greater
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‘than Eﬁ‘ generated by any other set {T% s 1 =1, 2,004, K}. The problem can be
posed as a nonlinear programming problem subject to the single constraint of
‘equation 57. The method of gradients appears promising since one can show that
‘P {equation 43) is a monotone increasing function in the hype#space {pi; i=1,
25000 K}. Furthermore, one has the algorithm of subsection 3.3.5 to generate
hhe symbolic form for P or P, i.e.,

‘ 5 = f (;‘)1: 625---’ ﬁk) (59)

t would be a simple matter to write an algorithm to find:

| . |
‘ "_?£= “?""f (61, [32,..., ak) (60)
‘ Bp.i Bpi

‘ One might suppose that equation 60 could be used direcf]y to apportion a
?ertain percentage of Vo to,each node according to its influence, —%En Certainly

\ *

qhis is a necessary intermediate step. However, it is obvious that the value of

Jgﬂ is dependent on the values in the set {Eﬁj; j=1, 2,...; K‘lj # i}. Eﬁj in
ap.

i
ﬂurn depends ¢n Tj, Sj} Consequently it is believed that the following recusive
Jlgorithm is appropriate to this problem: ‘

(1) Set up {Aﬁj; J=1, 2,000, K}

‘ (2) Set up gTj; j=1,2,..., K 'Tj = VT/K}

‘ (3) Solve for {Sj; j=1,2,..., K} using equation 58
| (4) Solve for {Eﬁj; j=1,2..., K} using equation 51

| (5) Solve for EP using (4) and equations 52, 53, and 54

‘ (6) Solve for {E ag—i j=1, 2,..., K{ using equation 60 and the properties
| 3p
‘ J

uFed to generate the equations 52, 53, and 54.

. (7) Solve for {AEBJ; j=1,2,..., K} where
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(See

exerc
able,
and a

equat

LEp,

equations 51 and 57.)
(8) Solve for {Vj; J=1,2,..., K} where

(9) Normalize {Vj; Jj

"
—
-
o
-
S

-
(72}
[ oy
a
o>
-
>
Y
o+

. Vj =]

J
10) Set up {T33 3 =1, 2,..., K,TJT =V *v

K
=]

11) Solve for EP using (10)
12) If EP* > EP

jon 57 would become:

.70

: Ep, -Ep,
J leTj « TJH EpJ'TJ' -« Tj

T}

Then {Tj — Tf; j=1,2..., K} and go to (3)

If not, {Tj° - Tj; J=1, 2,..., K} and stop

(61)

(62)

(63)

This algorithm is at present only a heuristic. It has not been coded and
ised, and no proof with regard to its convergence characteristics is avail-
Some research on this‘problem would be valuable both from a theoretical

practical standpoint. Possible variations on the problem would include:

(1) Account for the fact that all tests may not be of equal cost so that

(64)

(65)
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hat is, ; is the number of dollars_spent on the ith

l node, which allows Ti tests
+o be perfonned according to the cost per test,

(2) Allow for the more realistic case of multiple users of the network and
aximize the sum of the expected network returns over all users.

4.3.3 Optimum Allocation of a Fixed Hardening Budget

ver, a method of solving it seems clear. In fact, the algorithm proposed in

J This problem, like that of subsection 4.3.2, has not yet been solved. How-
subsection 4.3.2 appears to be generally applicable.

The constraint that applies to this problem is the fixed hardening budget.
As before, postulate allocating D dollars to the 1th node so that:

K
VT =Z Di (66)

T

py = f (Di,...) ~ (67)

S%me similar functions could be constructed; for example, one can imagine plotting
a cost curve for several variations of some specific function module versus its
a%vertised Mean Time Between Failures (MTBF). This module may be a node in some
system that may be designed for maximum MTBF at a fixed cost. In general however,
oje cannot at the present time define cost functions for equation 67. Presume
tjough that such functions will be available in the future. We now sketch their
potential usefulness.

Simply stated one desires to allocate V; over a set {D1, i=1, K}
0 that the resultant EP is greater tnan any other EP- resulting from any other
allocation 101; i=1, 25000, K}. The author believes that the algorithm of sub-
section 4.3.2 is applicable to this problem. Some fairly obvious changes are,
offcourse, necessary. For example, in step (1) of the algorithm one needs to
tt1a11ze with the set {Eﬁi; i=1, 24000, K}; where Eﬁ{ is the expected value
the reliability estimate of the ith node before any resources are spent on
thtt node. The gradient calculations, steps 7 and 8 would have to be performed

ac ordlng to equation 67, i.e.,
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SECTION V
SOME EXTENSIONS AND THEIR APPLICATIONS

In this section two network analysis algorithms which are extensions to the
basic algorithm of subsection 3.3.5 are discussed. The first extension discusses
d proposed algorithm which should be an even more efficient technique for finding
jhe upper bound on terminal reliability than the aigorithm of subsection 3.3.5.

he second extension outlines a recursive algorithm for network analysis. This
technique would be extremely valuable in the optimum evolution (in a reliability
sense) of a communications system.

5.1 A DIRECT LABELING TECHNIQUE USING CUT

The reader is referred to subsection 3.3.5. Recall that the concept used
tLere was the disjoint partitioning of the event space. The partitioning was
carried out by using an algorithm called PATH to discover the single literal
which covered the largest pcssible area in the space. The remainder of the space
was tner described in terms of the complement of this lTiteral.

Now PATH was designed to find a literal which was favorable to connectivity.
It also found, quite by accident, literals which were unfavorable. The dual to
PiTH, vhich will be called CUT, can use the same eyent space partitioning opera-
t%ons as in the algorithm referenced in subsection 3.3.5. Hence the dual to the
awgorithm using PATH will be essentially the same algorithm but using CUT.

CUT will operate by finding‘a set of nodes which will disconnect the source
a*d destination ncdes. If the reader will recall how PATH operates, it can be
s%en that CUT is a simple modification to PATH. The modification involves:

l (1) Use PATH until the first node is found in the short path. If no node
j

found the algorithm is through.

(2) Place the first node in the short path in a cut Tist. Remove the node
from the network graph.
(3) Go to (1).

An algorithm using CUT will converge on Q faster than one using PATH, since
it deliberately looks for cutsets. Now for some large networks it will not be
ssible to find the exact solution for either P or Q, using either algorithm, in

©
B o HE
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a\reasonab]y short pericd of time. Therefore, the utility of having both <:)

a]gorithms lies in the observation that different convergence rates on the upper
anb lower bound for terminal reliability can be expected from the two algorithms.
Th% applications of the preceding sections can be treated as well in an upper and/
or lower bounding sense if it is not possible to force an exact solution for P

anb Q.

5.? A RECURSIVE NETWORK ANALYSIS ALGORITHM

\ Suppose that one is given some network graph and the symbolic solutions

(PJ Q) for terminal reliability and unreliability of the graph. This can be
obﬁained with the algorithm of subsection 3.3.5. Now it is decided to augment
th% given graph by adding one new node to the graph and connecting this node to
soﬂe of the nodes previously in the graph. This creates a new graph and it is
deﬂired to find the new terminal reliability and unreliability, P~ and Q-.
Furﬁhermore, it is decided to take advantage of previous knowledge, P and Q.

The\so]ution outline follows.

\ Denote the given network by G ({N}, {L}) with sclutions P and Q

| | , _ O

\ where {N} is the set of nodes and {L} is the set of links.

\ Denote the added node by the index (n + 1) and the added links by the set
{2}+ A1l the links in the set {&} are incident on node (n + 1). The augmented
gradh will be denoted by G- ({N, n + 1}, {L,2}). Using the graph-event space

corﬁespondence developed in subsection 3.3, the event space of G ({N}, {L}) is

desqr1bed as G. The event space of G~ ({N, N+ 2}, L, «}) will be called G”.

\Now G- can be written as the sum (or union) of two disjoint subspaces.

| Ge= (GNAMM+ 1)) UGN+ (69)

\
wheré
‘(n +1) = the (n +1)° t hode exists
\(;—:—73 => the (n + 1)5t node does not exist
Now ﬁake the identifications:
| (6N (n + 1)) <61 (70)

| 6N (7 1)) =6 : (71)
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Consider the network implied by G5 . This is nothing more than the given network
‘since the (n + I)St node is assumed not to exist. Therefore, the literal for all
Fvents favorable to connectivity in G; is found from the solution to the given
praph intersected with the assumption (H—:hT); i.e.,

| P;<=PN(n+1) (72)

| ‘ P; <=P Gpe1
Consider the network implied by Gi. This is the given network with the added
node (assumed to exist) and incident links. The literal for all events favorable
%o connectivity in Gi is found from P intersected with the assumption (n + 1);
R]us the 1iteral for all events in G; which strictly depend on the assumption .
(n+1), i.e.,

‘ .
| P{ <=P ppyp + (E-ENP) (74)
| | :

|
Mhere:

| E The literal(s) for those events favorable to connectivity in Gy
| which depend on node (n + 1) existing. ‘

ENP 'The possible overlap events in the subspaces|P and E.

Now, since Gi and G; are disjoint:

|
| P*= P +P;

| (75)
apd the solution for the graph G” ({N, n + 1}, {L, &}) is:

|

Pr=Pp,q+ (E-ENP)+Paq, (76)
o \

| P-=P+E-ENP (77)

|
since Poe1 * et = 1 (78)
Equation 77 can be rewritten as:

| p-=P+EN(] - P) ~ (79)

|
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or
P =P+ENQ (80)

P and Q are both known. Therefore find only the literal(s) for E. ‘This point
will lbe returned to later. Now consider Q”.

The solution for Q° is found from equation 80 and the observation that:

P-+ Q" =1 (81)
From equations 81 and 80
Q°=1-P =1-P-ENQ=Q-ENQ (82)

This is not a convenient form, as allowance must be made for the possible case of
a lower bound solution for Q. If this shculd occur, equation 82 will not subtract
all the overlap. Hence, rewrite equation 82 as: '

Q°=QNn(1-E) =QNnE (83)

Now consider £ and E. As stated before E is the 1iteral(s) for favorable
even%(s) in the graph G~ ({N, n + 1}, {L, %}) which depend on node (n + 1). E

can be found from the same basic algorithm as in subsection 3.3.5. The
only difference is that the short path sought by PATH is constrained always to
contﬁin node (n + 1). Consider an example:

and

Given the graph in figure 34 with solutions:
P
Q

P1P2tq1P3P4tP1G2P 3Py
9:G3+91P39,+P19293*P102P 30y

n

Find 'the solution to the graph in figure 35. E depends on node 5. The first
literal for E is the short path through 5 or:

E; <<>1{1 4 5}

E, +he remainder of the event space which must still be investigated is:

(T45 = {11 +{18 +{145)

InveTtigating {T} results in the second literal for E:
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Figure 34. A Network Graph G ({N}, {L}).

Figure 35. The Augmented Graph G~ ({N, 5}, {L, ¢}).
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| E, «<==> {1 2 3 5}

InveJtigating a 5? results in a negative finding. (There is a path but it does
not Jepend on 5.) Therefore, the first literal for E is:

Inves&igating {1 4 5) results in the second literal for E;

|
| E, <=> {145

The rEmainder of the event space is described by those events in {Tﬁ and in
{23 P} (See E,.). Therefore the remainder of the event space to be investigated
is: ‘

| T2)+{(123)+{1235)
InvesFigating each of these results in}

| Es <=> {1 2 3 5}

| E => {145} +{1235) -
| E =>(18)+ {145+ {12} +{123}+{1235)

Thus,‘using equations 80 and 83

U
. [§
i

= p1P,+q1P3Py+P1G,2P 3P4 P1029204P5s*q1P2P30yPs

= P1G,9395+P192P3094+P19293P405+019203+0,92P 30y

L0
v
|

‘ +q,P293%9,P2P39495

The procedure exposed here can very readily be turned into a computer algorithm.

This however, will be left to future research. Such an algorithm would be (:)
extremf]y valuable in any situation where a communications network is evolving
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‘evo]ving (as they always are). The utility, of course, is that in a one-node-at-
a-time evolution the new node placement can always be chosen to maximize the
reliability of the resultant graph. This would be accomplished by evaluating

the present graph, then trying the new node at several locations to determine the
best placement. Each placement would require an individual solution, but each

olution would be extremely fast since it draws on the solution to the present
graph. '




SECTION VI
CONCLUSIONS

The basic technology required to assess the reliability of a system in a
hostile environment has been exposed in this report. Network analysis is the

founJation of the assessment techniqué. Support efforts involving testing and/
or analysis are used to perform node assessments. The direct testing approach
is covered in reference 1. Analytical and hybrid approachés are discussed only
briefly herein; detailed treatment can be found in references 3 and 4.

The technology discussed herein is applicable to the reliability assessment
of any system which can be given a network representation. It happens, however,
that this research was motivated by a need to assess the reliability of USAF
Commard, Control, and Communications (C3) in an electromagnetic pulse (EMP)
envirfnment. Consequently some concluding remarks on this subject are made.

fne could, both in principle and practice, perform an EMP assessment today
of the USAF C3 system using the technology herein and that of references 1, 3,
and 4(for node assessment. However, it would be imprudent to do so without first
deterﬁining the economic impact of implementing such an assessment. The cost of
performing such an assessment is not clear at this time. What is clear, however,
is that the C3 system used by the USAF represents a capital investment of tens of
billions of dollars. This system in turn protects and controls a weapons system
inves&ment which is likewise a resource valued at tens of billions of dollars.
C]ear%y one must consider an assessment program on such a system even though it
may c7st large sums of money. Assurance is needed, before beginning such a pro-

gram, that the potential return justifies the investment.

As a consequence, the latter subsecticns of this report (4.3.2, 4.3.3, and
5.2) were devoted to theoretical problems in optimizing the allocation of fixed
budgets for assessment/hardening/design problems. These are difficult problems
which merit considerable research both on academic and practical grounds. It is
regretted that only partial solutions and heuristic approaches to these problems
could be offered at this time.
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‘ In spite of the present open-endedness of the optimization aspects of the
‘techno]ogy discussed, it should be clear that immediate application is possible
‘on smaller systems; that is, systems not continental in size. In fact, for

‘sma11er systems, this technology could materially reduce present assessment
‘program costs.




APPENDIX A
AIR FORCE WEAPONS LABORATORY IN-HOUSE MODELLING PLANS
William, P. Dotson, Jr., Captain, USAF

This appendix is a transcript of a speech delivered at the Air Force Weapons
Laboratory (AFWL) Command, Control, and Communications (C3) Program Review Meeting
‘on 2] June 1972.

Weapons Lab is to try to find ways to assess the effects of high-altitude
romagnetic pulses (EMP) on the ground-based portion of Air Force Command,

Forc

e]ec+

iGood morning. My name is Bill Dotson. My job with the C3 group at the Air
Contr

o1, and Communications (C3) Networks.

It's an extremely large job but we have made some progress. For example,
it ij now generally accepted that it would not be cost effective to assess the

ground-based C3 networks with the simulator shown in figure A.1.

Headquarters USAF has levied a reocuirement on the Air Force Weapons Lab to
do this job, thcugh. It now becomes incumbent on us not only to figure out how
to dg the job but exactly what the job is. What does it mean to assess a C°
network?

What I shall do this morning then is tell you what C? assessment means to
the C3 group and what our in-house modelling plans are to do this assessment.

To determine what C* assessment means we can begin by considering three
critical missions of C3. These are:

1. Communications for tactical warning

2. Communications for USAF support of the NCA

Communications to implement USAF portions of the SIOP options.

hat we are interested in, of course, is whether cr not these missions can
be performed in a hostile environment. Or perhaps it would be better to say that
we are interested in the reliabiiity of performing these missions.

Thesevmissions will be carred out by passing information through a network
of communications systems. Whether the information is digital or analog we would
be interested in: (a) can the information arrive at the intended destination?
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Figure A.1.

From the Files of Rube Goldberg.




(or‘the probability that it can), and such things as (b) bit error rate (BER},
signal-to-noise ratio (SNR), is the message intact? Will it require retrans-
misfion? Is retransmission possible? What time delays are involved?

So, when we speak of assessing C3 networks on the basis of the probability
of being able to perform some critical mission, we can just as well speak of those
functions a communications network must perform in order to fulfill that mission.
What we are interested in then is:

1. The reliability of a C3 network in establishing connectivity between
speéified users.

2. The "quality" of the information transfer, i.e., SNR, BER, time delays,
retransmissions, etc. To assess a C3 network then we go through these steps:
(1) |define the mission, (2) define the network, and (3) define the functions to
be derformed in support of the mission.

In measuring the degree of success with which a network fulfills its mission

we have decided that what must be measured is the probability that those func-

tions, necessary for mission accomplishment, are performed. We believe that this

is thd]ed in two phases, failure and degradation; or another wéy of putting it:

(1) Pna]yze the reliability of establishing connectivity between specified users,
(2) Analyze the quality of information transfer.

and

At the present time we are restricting ourselves to the first phase--trying
to a%sess the probability that a C3 network will be able to establish connect-
tivity. In doing this, the equipment of the network must be defined, and a
deci£ion must be made on what level to base the assessment. Bearing in mind that
our $bjective is to perform an assessment at the network level we define these
levels of complexity.

‘1. Component - a device such as a resistor, capacitor, inductor, tube,
tran#%stor,‘etc. Clearly it would be an impossible task to go directly from
compqnent data to a network analysis.

‘2. Black Box - a collection of components designed to perform some function,
such as power supply, or to provide a desired input-output characteristic.
Examq]es would be a receiver, transmitter, modem, etc.

Again; if we consider the scope of our final objective, assessment of a
network, it is clear that the amount of data required for the assessment, if
done directly from the black box level, would be crushing. As an aside, we
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should note that work has been done which indicates the feasibility of determin-
ing the functional reliability of a black box from the reliability of its com-
donents. We»be11eve that an extension of this type of approach is vital to
success in network assessment. We should learn how to predict the reliability
ﬁf a subsystem from reliability data on its black boxes.

\ 3. Subsystem - a collection of black boxes designed to perform some
hther order function such as computation, computer interface, switching for

\
system self-healing, etc.

| Even at this level there would be an enormous amount of data to be worked
into a network analysis, and while it might be feasible, we believe that it
would be advantageous to work from the next level.

| 4. System - a collection of subsystems performing a variety of functions

resulting in two major functional groups (from a communications point of view).

| a. Switching to route information from one point to another, and

| b. Transmitting, or carrying, information between points.

. An example of the first would be a switching center; examples of the second
wdw]d be land lines and microwave links.

| 5. Network - a collection of systems designed to transmit information

be#ween users in the network. Examples would be AUTOVON, AUTODIN, etc.

\ A network might look 1ike this (figure A.2).

| The systems in the network are nodes and links (or switching centers and
trunk lines). '
\ At this point we should restate our initial C® assessment objective--we want
to determine the probability that the network provides connectivity between
sp%cified users (or nodes) in the network when the network is built from less than

perfectly reliable systems (nodes and Tinks).

| We recognize that in this form C3 assessment is so oversimplified that we
ca# actually find a quantitative measure of network reliability. And, while this
is|a long way from the final answer on C3 assessment, it does provide us with a
st%rting point and a framework to bui1d on.
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Figure A.2. A Network Graph

With fhisuas background let me tell you what we presently have working in
- the way of a network model. After that it will be easier to explain what our
future plans for in-house modelling are. Conceptually, the model Tlooks Tike
this (figure A.3). The heart of the model is a routing algorithm which uses

- data on the network topology, reliability of systems within the network, and
the function or functions the network must perform, to determine the network
reliability in performing those functions.

The network data is entered into the model on a node-by-node basis. For
each node in the network we enter this data.

1. 'Its geographical location (in matrix coordinaﬁes). The matrix coordi-
nates are used for compactness and simplicity in reading data into the model.
What we do is break a large geographical area up into a grid pattern, then code
each grid element with a matrix I.D.

2. The geographical location of each node in the network to which it nor-
mally has a direct connection.

3. The "class" of the 1ink connecting the nodes.

4. The "class" of each node to which the node is connected.

The connections, or links, between nodes may be either bilateral or
unilateral. The "class" referred to is a slot deliberately left open for later
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|
useiin the model. It will allow us, if necessary, to specify a reliability for
each system in the network on an individual or group basis. A simple example of
this would be if we found that microwave links had a different reliability than
buried coaxial 1links.

System reliability data is a number, or set of numbers, interpreted to be

the probability of functional failure of the systems within the network. This can
be jntered into the model as a function of some other variable if desired. For
example we might tell the model that a node of class two will have a probability
of failure versus external E-field amplitude as shown here (figure A.4). A node
falling in a different class would have a different reliability curve. The system
reliability data is used to control the physical degradation of the network. For
instance, if the model were told that all nodes in the network have a 0.5 prob-
ability of failure, then the model would, on a random basis, degrade the network
by denying the routing algorithm the use of some nodes in performing the network
functions.

The network function is straightforward. The model is given an origination
node, a destination node, and the task of establishing connectivity between them.

The routing algorithm contains the logic used in searching through the
netwﬁrk to establish a path between these two nodes. If the node to which a call
would normally progress in the next step of establishing a path is not function-
ing, or the link has been broken, the routing algorithm makes alternate choices

if possible.

probability that it will be able to perform the network function, is. As one
might expect, network re1iébility, depends on the topology of the network, the
specific function to be performed, how "smart" the routing algorithm is, what the
probabilities of failure of the systems within the network are, and other physical
limfations on the network, such as the maximum 21lowable number of tandem 1inks
that may be used to establish connectivity.

LThe result of all this is that we find what the network reliability, or

I should mention that the model is intended to be somewhat flexible. It's a
verylsimp]e thing to change the network function; the system reliabilities can be
changed easily; a different network topology means punching a different data deck;
and the rodting algorithm is written so that it can be modified to a minor degree
veryTeasi1y or replaced in its entirety if necessary.
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Figure A.4. System Reliability Data
P = g{E, type, class).

Let's take a Tcok at a specific network now and see what the model can tell
us labout its reliability and perhaps what we could most effectively do next in
a 03 assessment and hardening program.

This a graph of the AUTOmatic Blast Analysis Network (AUTOBAN) (figure A.5).
The network is fictitious. Any resemblance between this network and any real
network is intentional, but we make no claims concerning the validity of applying
results of simulation runs on this network to any real world network.

The AUTOBAN network consists of 58 nodes (or switching centers) located at
various points in the Continental United States and about 400 links (or trunk
Tines) connecting the switching centers in a polygrid pattern.

The routing philosophy used in establishing connectivity in the network
tr1 s for direct routing if possible, forward routing as a next choice, and
lateral routing if necessary. This results in a given switching center having
from six to nine choices of centers for transferring a particular call to. By

slight modification to the routing algorithm we can permit a call to be routed
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n a backward directicn if none of the other choices are possible. This increases

[s1)

switching center's options to about fourteen in most cases.

There are also restrictions in the routing process. Spill forward routing

s used, and shuttle is prohibited. That is, if a call has been transferred from
center A to center B and it develops that B is blocked, the call cannot be sent
back to A. There is a maximum total allowable number of trunks in tandem that
can be used to establish connectivity. When a call has progressed to being
within a certain distance of the destination center there is a separate 1imita-
tion applied to the allowable number of tandem trunks. These are limitations
applied to conserve network capacity.

-—te

The routing algorithm is also designed to help conserve network capacity by
tying up as few trunks as possible in placing any one call. The basic objective
function of the routing algorithm is essentially like this: At whatever switch-
ing center the call is, at an instant in time, the a]gor%thm must choose the next

switching center to which the call will be passed in such a manner that the dis-
tance remaining to the destination center is minimized.

Let's look at some results from the model. Suppose that one of our critical
C7 missions requires that our fictitious network be able to establish connectivity
between Faulkner and Cd]orado switching centers. The reliability with which the
network can perform this function is shown here (figure A.6) as being dependent
on the reliabilities of the intermediate systems within the network. (Orgina-
tion and destination centers are considered perfectly hard). Other variables,
such as routing philosophy, are implicit in the problem; or assumed away, such
as traffic--here we assume that the call is of sufficient priority to seize what-
ever network resources are required to establish connectivity.

This graph tells us primarily one thing. If, say, a network reliability of
95 percent is considered by the mission planners as being an acceptable trade-off
point between reliability and the cost te achieve it, then the systems within the
particular network now have a firm reliability requirement to meet: 70 percent
reliability or 30 percent failure probability. It is not necessary to keep on
arbitrarily hardening the systems.' We now have an aid in performing a marginal
analysis of the cost effec;iveness of'hardening to a given point.

On the other hand, such results could also serve as an aid in determining
the amount of effort to be expended in finding out what the actual system reli-
ability is. To illustrate this, let's suppose that by expending X amount of
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effort we have determined that the system reliability is 80 + 20 percent. In
other words, we're not certain just what the system reliability is, just that
it's somewhere between 60 and 100 percent. If it's 60 percent our network
reliability is 83 percent--which does not meet our postulated 95 percent reli-
ability requirement. So we dump another delta of effort into system assessment
and come back with a revised estimate on system reliability of say, 82 + 12 per-
cent. This time the lower bound on system reliability of 70 percent, indicates
that we can meet out network reliability requirement. Further effort on system
assessment would reduce our error bar still more--but would yield diminishing
returns in terms of network reliability assessment.

Another question we can ask the model runs Tike this: Suppose that of the
two types of systems in the network, centers and trunks, it is only possible to
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harden one type. Which would yield the greatest return in increased network
ré]iabi]ity? These curves (figure A.7) indicate a possible answer to that
question. One curve shows results for network reliability with perfect1y "hard"
c$nters and "soft" trunks. The other is for perfectly "hard" trunks and “"soft"
centers. We can see that it is more effective to harden the trunks in our ficti-
tious network. This might indicate a preference in new installations for buried
coax over microwave links. That of course is not the complete answer. We could
also need to figure the cost of each option, bdt we can get the marginal return
i? terms of an increase in network reliability for each option.

| Other, more sophisticated questions are possible. Our next speaker Dr.
FJank will tell you (among other things) about minimum cut-sets. The use of
mﬂn1mum cut-sets, from an aggressor point of view, is to find the most cost-
efifective location(s) in the network to break and deny you mission performance.
From our point of view, the same location(s) would be the most cost-effective in’
térms of resource allocation to harden the network and assure mission‘performance.

| In a completely different vein, we can also ask such questions as: Are
there any changes in network operating philosophy that we could make to improve
its reliability without hardening the systems within the network?

| This next graph (figure A.8) is representative of an answer to such a
quEstion. Here we vary the maximum allowable number of tandem trunks permissible
1n‘estab1ishing connectivity while holding other variables constant.

| MWe can seefthat a11qwing eight trunks in tandem results in better network
reiiabi]ity than seven, but going beyond eight we get swiftly diminishing returns.
Infdirness, we should mention that allowing eight trunks in tandem rather than
seyen would decrease the amount of traffic the network could handle. The next
question then is: By how much and is it worth it? 1Is there still enough capacity
to handle those mission critical calls in a wartime situation?

| Changing the routing philosophy used in the network can also result in an
increase in reliability. In figure A.9 we have results for three different
rodting philosophies. We can see that allowing backward routing, if absolutely
necessary, results in an increase in network reliability without hardening the

systems within the network.

| Unfortunately there is one gaping hole in any network reliability assessment
we‘can make today. And that is, we simply don't know what the system reliabili-
ti%s are or how to measure them without destructive testing of large numbers of
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systems. A network model can only tell us how reliable the systems must be to

perform mission critical C* functions; or it can tell us what the network reli-
ability is if, and only if, we can input to the model what the reliabilities of
the systems within the network are.

This will be a major part of our future in-house plans-- an effort to close
this gap--to find effective ways of assessing system reliabilities. A qualita-
tive statement that a system is pretty hard or pretty soft just won't cut it.
Our network modelling can help us in this effort by telling us the form system
reliability data should take.

What we would 1ike is to determine the probability that a given system will
be able to perform its intended function, such as switching or carrying informa-
tion, as a function of external field amplitude. We recognize that it's really
not that simple. There are many variables in an EMP assessment. In reality the
system reliability would be a function of many parameters, such as: E-field
amplitude, direction of incidence, polarization, the system geometry, shielding,
subsystem thresholds, cabling, points of entry, etc. We suggest though, that it
should be possible to "worst-case" such variables as direction of incidence and
polarization; and to make implicit the variables under control of the designers
such as shielding, cabling, and points of entry.

| g

What we really want to do then is to tie together functional reliability

and external field amplitude as focal points for a large number of investigators,
each of which would be doing assessment in his area of expertise. In this manner
we would have a common point jn disseminating data without getting buried in it,
while the individual assessor could retain control and use of those implicit
variables which are important‘in his particular area.

The "big picture" we have in mind for C3 network assessment is essentially
a layering of the problem so that a hierarchial approach is established (figure
A.10). One would be taking a "macroscopic" to "microscopic" view of the problem
depending on where he was in the loop.

Those working at the network level would be dependent on systems level
people for reliability datg to input to their studies. The network level people
would determine the necessary form for their input data, such as system reli-
ability as a function of EMP level; and the systems level people would make the
determination on techniques to be applied and what inputs they would require.
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Figure A.10. C3 Assessment Methodology.
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Inputs to the systems level people would be outputs from those working at
the subsystem level. Here again the systems level could best determine what form
their input should be in, and the subsystem level determines how best to do it.

The process also allows for cost-effective hardening. Network reliability
requirements that cannot be effectively met by operational changes at the network
1jve1 can be translated into minimum system reliability requirements through

network simulation techniques.

Since the systems level people are in the business of assessing system

reliabilities in terms of field amplitude and implicit variables at the system
level; they have only to work the problem from the other end to meet a reliability

reruirement. A similar situation would hold at the next level--the subsystem.

We have oversimplified the problem. We retognize that it's an extremely
coEp]ex interdisciplinary problem, and this is part of the problem. The fact
that it is interdisciplinary will require us to adopt some sort of methodology
thﬁt'Wi]] allow for good and meaningful information flow among all the parties
involved. |

So what we have attempted to do is outline the prcblem, from what assessment
means to us to a thumbnail sketch of how we believe a network assessment can be

accomplished.

We think that the problem is a critical one, and one of the most challenging
we'!ve ever seen, and we recognize that there are a great many uncertainties in

EMP assessment at any level of complexity, from blackbox to network. Because of
this we think that the best approach to the problem today is to admit our uncer-
tainties in the form of statistical reliability data and get on with an analysis
evin if we do have to live with large. error bars for now. After all, in the

words of Josh Billings "It ain‘t what a man don't know that makes him a fool.
It's what he does know that ain't so."
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